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Overview

• Some background homeland security,

datamining, and privacy concerns.

• Splitting and linking data bases:
– Matching and confidentiality.

– Matching and privacy-preserving datamining.

– Selective revelation?

• Statistical approach to the problem:
– Ideas and results for categorical data.

– Link to datamining for association rules.

– Network data for detecting terrorists.

• Lessons?



3

Myth or Reality?

Courtesy of the American Civil Liberties Union. 
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Personal Data for the Taking

 By TOM ZELLER Jr.

May 18, 2005

• A class at Johns Hopkins was

able to build detailed dossiers

on Baltimore citizens using

only public databases.
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Transactions Data

• Some examples:
– Online banking.

– Scanner data.

– EZ-Pass for highway fees.

– Airline trips.

– RFIDs in passports?

• Who controls what?

• Who has access to
what?
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2006 AOL Data Release Fiasco
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Homeland Security and the

Search for Terrorists
• Total Information Awareness (TIA)

– Aborted DARPA program to link databases for detection,
classification and identification of terrorists.

– Designed to use transaction data.

•  Multistate Anti-Terrorism Information
Exchange (MATRIX) Project
– System to link public/private records, drivers license

information, motor vehicle information, criminal offender
information, business/corporate data.

– Datamining application, called FCIC Plus.

– Developed with the help of the FBI, INS,

      DEA, and the U.S. Secret Service.

• Airline Watch Lists
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• Record linkage:  attempt to determine whether
pairs of data records describe the same entity, i.e.,
find record pairs that are co-referent:

– Entities: usually people (or organizations or…).

– Data records: names, addresses, job titles, birthdays, …

• Main applications:

– Joining two or more heterogeneous relations

– Removing duplicates from a single relation

• AKA: data matching, merge/purge, duplicate detection,
data cleansing, ETL (extraction, transfer, and loading),
de-duping, …

Record Linkage
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Methods for Linking Databases

• Using unique identifiers? ID numbers, names, etc.

• Probabilistic matching or record linkage:
– What methods? With what levels of accuracy and what

assumptions.

– Fellegi-Sunter methods have implicit assumptions of overlap; rely
on accuracy of variables for blocking to enable comparison of
records.

– Logistic regression-like models.

– “String-distance” metrics.

• What do ChoicePoint and Seisint really do??
– Contract between MATRIX and Seisint (the private company

supplying MATRIX with data now owned by LexusNexis) states
that it cannot guarantee the “correctness or completeness” of data
in system.
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Fellegi-Sunter Key Ideas I

• Represent every pair of records using vector of

features (variables) that describe similarity

between individual record fields, e.g., Boolean

( e.g., last-name matches), discrete (e.g., first-n-

characters-of-name-agree), or continuous (e.g.,

string-edit-distance-between-first-names).

• Place feature vectors for record pairs into three

classes: matches, non-matches, and possible

matches.
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Fellegi-Sunter II

• Perform record-pair classification by
calculating the ratio P(! | M)/P (! | U) for each
candidate record pair, where:

– ! is  feature vector for pair.

– P (! | M) and P (! | U) are probabilities of observing
that feature vector for matched and non-matched
pair, respectively.

• Choose two thresholds based on desired error
levels—Tµ and T" —optimally separate ratio
values for equivalent, possibly equivalent, and
non-equivalent record pairs.
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Fellegi-Sunter III

• When no training data in form of duplicate and
non-duplicate record pairs are available,
matching can be unsupervised:

– Estimate conditional probabilities for feature values
using observed frequencies.

• Because most record pairs are clearly non-
matches, we need not consider them for
matching.

– Way to manage this is to “block” data bases (e.g.,
using geography or some other variable in both data
bases) so that only records in comparable blocks are
compared.
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Hierarchical Graphical Model

for Record Linkage

• New modeling
approaches to matching.

• Link to analytical tools
to be applied to matched
database.
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Protection from Datamining:

“Need to Know” Principle
• Keeping different kinds of data together allows

potential intruder (including government) to make
inferences nobody needs to make.

Broken wrist,

April 1999

Allergic

penicillin

Medical

…………

DutchTank repairFt. BraggAnton van

Graal  #6531

NoneRadio

operator

Ft. BraggJohn Brown

#9321

LanguagesJob SkillsLocationName/ID

Why are explosives experts are assigned to location X?

Why are Indonesian speakers now being trained as radio

operators?
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Splitting DB limits Potential Damage

From Intruders….

Broken wrist,

April 1999

Allergic penicillin

Medical

…………

DutchTank repairFt. BraggAnton van Graal

#6531

NoneRadio operatorFt. BraggJohn Brown

#9321

LanguagesJob SkillsLocationName/ID

……
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Ft. BraggJohn Brown
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Allergic
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Medical

…

Anton van

Graal  #6531

John Brown

#9321
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……

DutchAnton van

Graal

#6531

NoneJohn

Brown

#9321

LanguagesName/ID

may limit
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Encryption

• Useful for “secure”
transmission of data,
and as a tool in
“privacy-preserving”
methods.

• But every encryption
method has its limits!!

• And encryption can’t
protect privacy if people
get access to un-
encrypted files.
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Privacy-Preserving

Datamining

• Special multi-party computation

protocols using “secure transmission,”

e.g., encryption.

– Presumes semi-honest participants.

• Designed to calculate quantities on

merged data bases without sharing data

per se:

• Horizontally and Vertically partitioned cases.

• Real world applications are far more complex.
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Secure Multi-Party

Computation I

• Technique consists of protocol for exchanging

messages among parties A, B, C, etc.

• Assume the parties are semi-honest, i.e., they

correctly follow the protocol specification, yet

attempt to learn additional information by

analyzing the messages that are passed.

• Parties A and B have encryption functions EA

(known only to A) and EB (known only to B)

such that for all x, EA(EB(x)) = EB (EA(x)).
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Secure Multi-Party

Computation II

• A’s database consists of list A and B’s consists
of list B.

• A sends B message EA(A).

•  B computes EB(EA(A)) and then sends to A two
messages: EB(EA(A)) and EB(B).

• A then applies EA to EB(B), yielding EB(EA(A))
and EA(EB(B)).

• A computes EB(EA(A)) ∩ EA(EB(B)).

• Since A knows the order of items in A, A also
knows the order of items in EB(EA(A)) and can
quickly determine A ∩ B.



21

Secure Multi-Party

Computation III

• The main problems with this approach
are

– It is asymmetric, i.e., B must trust A to send
A ∩ B back.

– It presumes semi-honest behavior.

• For examples of related ideas in secure
multi-party computation of regressions,
see the work at NISS.
– Leakage with each round of transmission.
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Other Problems with PPDM

• Presumes data are error-free and thus can be
matched perfectly in absence of privacy
concerns.

– Can extend ideas to include probabilistic
matching/linkage.

• Focuses on sharing “results” of some
computation, e.g.,

– Dot products and regression computations.

– Description of an association rule.

• So-called security proofs are designed to protect
database owners, but not individuals.
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TIA Security Program

• Three-fold plan:
– Inference control to prevent unauthorized

individuals from completing queries that would
allow identification of ordinary citizens.

– Access control to return sensitive identifying data
only to authorized users.

– Immutable audit trail for accountability.

• Methods:
– PPDM.

– “Privacy appliances.”

– Selective revelation.
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Can We Have Selective

Revelation?

• Simplistic strategy advocated as part of

TIA initiative in part based on PPDM.

• Mining for groups and for individuals.
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Datamining Questions

• Individuals:

– What data are available on David Madigan

and Fred Roberts?

– Need names and/or related identifiers.

• Groups:

– Can we build a good logistic regression

model for predicting who is a potential

terrorist?
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Data Merger

(record linkage)

Detection/Warning

Kernel

Data

Sources
Disclosure

Risk Low ?

Confidentiality Checks: I
Data Users

Conceptual Statistical Kernel

Confidentiality Checks: II
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What to Report?

• All released information is potentially
useful to intruder, but some is essential to
data analysts.

– Kerckhoffs’ Principle: Encryption systems
should not depend on secrecy; they should not
be compromised even if intruder knows
exactly how they work (except for the key).

– Statistical Principle: Report at least as much
information as analyst needs to do proper
inferences—including information on
transformations and methods for data
disclosure limitation.
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Margins and Multiway

Contingency Tables

• Releasing marginal tables allows fitting of log-
linear models:

– Finding “safe” sets of margins to release in sense
that we can use them to “tightly” bound small cell
values, or even infer these values with high
probability. Fienberg, Dobra, Slavkovic

– Offers counterexamples to security associated with
selective revelation as strategy.

– Use R-U utility ideas to assess trade-offs.

• This is in effect what we have described as
splitting databases!
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• For  2!2 tables of counts{nij} given the
marginal totals {n1+,n2+} and {n+1,n+2}:

• Interested in multi-way generalizations
involving higher-order, overlapping
margins.

Two-Way Fréchet Bounds
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Methods for scaling up approach for large k>3. 

Bounds for Tables With Non-

Negative Entries: Three-

Dimensional Illustration
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396Placebo

493Active
2

01011Placebo

01212Active
1

2

5136Placebo

12143Active
2

81411Placebo

5203Active
1

1

ExcellentModeratePoor

ResponseTreatmentStatusCenter

Sources: Koch et al. (1983); Fienberg and Slavkovic (Chance,

2004)

Example: Clinical Trial for

Analgesic Drug Effectiveness
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Statistical Analysis

• Interested in effect of T on R!!

• Possible margins release:

[CST][CSR][CTR]   [CST][CSR][TR]   [CST][CSR]

Releasing more margins produces much tighter bounds.

• Log-linear model analysis reveals:

– “Good Model”: [CST][ CSR]

– Target model of Inference: [CST][CSR][TR]

– "G2 = 5.4 with 2 d.f.
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• We can use new tools from algebraic
geometry to count how many tables there
are having the observed margins.

LattE

396Placebo

493Active
2

01011Placebo

01212Active
1

2

5136Placebo

12143Active
2

81411Placebo

5203Active
1

1

ExcellentModeratePoor

ResponseTreatmentStatusCenter • [CST][CSR]

65,419,200 tables

• [CST][CSR][TR]

108,490 tables

• [CST][CSR][CTR]

980 tables

Conditional Inference and

Counting Tables
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[3,3][6,15][0,9]Placebo

[4,4][3,12][0,9]Active
2

[0,0][4,13][8,17]Placebo

[0,0][9,18][6,15]Active
1

2

[0,13][2,21][3,9]Placebo

[4,17][6,25][0,6]Active
2

[0,13][6,25][8,14]Placebo

[0,13][9,28][0,6]Active
1

1

ExcellentModeratePoor

ResponseTreatmentStatusCenter

Bounds For Released Margins:

[CST][CSR][CTR]
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Association Rules and

Multiway Contingency Tables

• Association rules are conditional tables;

we need margins for their assessment.

– Fienberg and Slavkovic (2005). Datamining and

Knowledge Discovery.

– Extension to privacy-preserving  association rule

mining, and for logisitic regression.

• Fienberg, Fulp, Slavkovic, Wroebel (2006)

• We’ve come full circle to PPDM issues.
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Privacy and Network Data

• Can we use network
data to catch
terrorists?
– With what data?

– How many layers?

• Searching for new
terrorist cells?
– What signature?

• Protecting non-
terrorists?
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Privacy Protection for

Network Data?

• Anonymization doesn’t work!

– Backstrom, Dwork, Kleinberg (forthcoming)
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Current Status of Disclosure
Protection Methodology

• Major advances in last decade, many of
which are rooted in real statistical theory.
– Serious lag in their implementation.

• Matching and record linkage remain
serious threat to confidentiality and
privacy.

• Best statistically-grounded methods, even
if they scaled to large datasets, still
cannot offer protection demanded by
some laws.
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Combining Approaches?

• Can we combine PPDM, encryption, etc.,  with
statistical approaches to disclosure limitation to
address the protection problem?

• Need to think of new approaches to
confidentiality and privacy, in layered fashion
to provide maximal accuracy with reasonable
protection:

– Access to sensitive information varies by level and
“type of access permitted.”

– Restrictions on use vary by level.

– Audit trails.
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Conclusions I

• Security breaches in systems operated by
Acxiom, ChoicePoint, and LexusNexus have
filled newspapers.

• Lessons from such privacy breaches extend
easily to virtually all electronically accessible
databases, especially those that are part of
proposed homeland security systems.

– Violations may be just tip of  “privacy-violation”
iceberg.

– Calls for government intervention and legal
restrictions with respect to data warehousing and
datamining.
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Conclusions II

• Data warehouses (e.g., for homeland security)

have been  assembled through aggregation of

information from separate data bases and

transactional data systems.

– They depend heavily on matching and record

linkage methods that intrinsically statistical in

nature, and whose accuracy deteriorates rapidly in

presence of serious measurement error.

– Datamining tools can’t make up for bad data and

poor matches.
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Conclusions III

• We need new computational and statistical
technologies to protect linked multiple data
bases from privacy protection in face of
commercial and government queries.

– Slogans like “selective revelation” are not enough
without technical backup.

– Real promise in integration of research ideas
emanating from statistical disclosure and
cryptography communities.

– Technologies that result from such collaborative
research must be part of public domain, because
only then can we evaluate their adequacy.
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The End

• Many related papers are available online at:

http://www.stat.cmu.edu/~fienberg/DLindex.html

http://www.niss.org/dgii/index.html

• Record Linkage programs from William
Winkler (US Census Bureau)

• SecondString:  Open-source Java toolkit of
approximate string-matching methods for
matching names and records:

        http://secondstring.sourceforge.net/
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• Data on individuals and enterprises are widely
available from electronic databases.

• In U.S. at least, public cannot distinguish among
data from:

– ChoicePoint, etc.

– U.S. Homeland Security efforts.

– Confidential statistical databases (e.g., from Census
Bureau, NCHS, etc.).

• Governments can rescind confidentiality
provisions of agencies, e.g., U.S. Patriot Act.

• Privacy and hunt for terrorists are in conflict!

Current Situation


